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Multi-Factor Authentication for Web4BIS Users

Overview

The Siemens ID Multi-Factor Authentication (MFA) provides an extra layer of protection to your account.

MFA combines at least two authentication methods: Your email and password, and one of the following options: a mobile device or a one-time verification code.

During setup of the second authentication mode, a recovery code is generated that must be secured in a safe location. If the code is lost, the access can only be reset
with help of the Siemens ID Support (siemensid.support@siemens.com).

If the application (e.g. Web4BIS) you try to access requires MFA, you are prompted to set it up.

There are at max 3 options to enroll MFA (SMS could be disabled for some applications):
= AuthO Guardian authenticator app.
= Other authenticator Apps applies for most of the other authenticator apps like Microsoft Authenticator or Google Authenticator as examples.
= SMS Short message service, where you enroll with your mobile phone number.

After setting up one of the options, the other options are not visible again for the same user.

Depending on your region, SMS might not be supported. In general, we recommend using an authenticator app as these offer a higher level of security than SMS.
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Multi-Factor Authentication for Web4BIS Users

Access to the Siemens ID Service Portal

Please login using your Web4BIS Siemens Id credentials by clicking the “Log In” button:

SIEMENS Siemens ID Service Portal @ .

(A

Siemens ID Service Portal

© Siemens 2025 Corporate Information Privacy Policy Cookie Notice Terms of use Digital ID Wiki

You can use the Siemens ID Service Portal to enable Multi-Factor Authentication (MFA): https://sp.login.siemens.com/

SIEMENS

Login

Sign in to your account

Email address*

o Success!

Don't have an account? Create one

- o

Sign in with Siemens Entra ID
(Em AD)

| Sign in with Microsoft account

Service Portal Help
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Multi-Factor Authentication for Web4BIS Users

Enabling MFA

Click on the “Multi-Factor-Authentication” button:

Siemens ID Service Portal @ @

SIEMENS

Siemens ID Service Portal

Hello

HitH )
here you can change your user profile:

m Multi-Factor-Authentication Organization/Country

To start with MFA, you have to login with MFA so please click the “MFA Log In”.

Siemens ID Service Portal

SIEMENS

® @

@ > Setup mfa

Setup Multi-Factor-Authentication

In order to start with multi-factor-authentication, you have to enforce your login with MFA by clicking here

'MFA Login' button.
You will be prompted to setup or to use your second-factor-authentication.

MFA Log In
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Multi-Factor Authentication for Web4BIS Users

Enabling MFA

This is one time registration page, select your preferred authentication method (2nd authentication factor)
in addition to your email / password. Three options are available:

Keep your account safe

Select an authentication method

AuthO Guardian

Other authenticator apps

SMS

We recommend using an authenticator app, as it is more secure than SMS. The three options are described on the following pages.

Page 6 Restricted | © Siemens 2025 | Mauricio Geraldelli / Thomas Steinbach | IT APS EIS PL&ARC | 2025-04-10 SI E M E N S



Multi-Factor Authentication for Web4BIS Users

Enabling MFA, option 1: AuthO Guardian

Google Play will be presented.

Keep your account safe

In order to continue, install the AuthO Guardian app
via the app store from your mobile device.

>

If you chose Guardian, a screen with the links for the apps on the App Store and

If you already have the app installed on your mobile, you can select “Continue”.

A QR code will be displayed and you can
scan it with the desired authenticator app
(e.g. Guardian) in your mobile.

Then enter the code provided by the
authenticator app and select “Continue”.

Keep your account safe

Scan the QR Code below using your preferred
authenticator app and then enter the provided one-
time code below.

If you are unable to scan the QR code, select “Trouble scanning?” and
a code will be presented to insert in the application on your mobile.
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Multi-Factor Authentication for Web4BIS Users

Enabling MFA, option 2: Other Authenticator Apps

If you chose ‘Other Authenticator Apps’, a QR code is displayed, and you can scan
with the desired authenticator app in your mobile.
Then enter the code provided by the authenticator app and select “Continue”.

Keep your account safe

Scan the QR Code below using your preferred

Keep your account safe

authenticator app and then enter the provided one-

Scan the QR Code below using your preferred time code below.

authenticator app and then enter the provided one-

time code below.

If you are unable to scan the QR code, select “Trouble scanning?” and
a code will be presented to insert in the application on your mobile.
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Multi-Factor Authentication for Web4BIS Users

Enabling MFA, option 3: SMS

Depending on your region, SMS might not be supported. Choose an authenticator app instead.
If you choose SMS, you will see a screen where you need to select your country from the dropdown list
and insert your local mobile number (without the international prefix) and select “Continue”.

Keep your account safe

Enter your phone number below. An SMS will be On the next screen, you must enter the code received by SMS.

sent to that number with a code to enter on the
next screen.

Veri ur account
= United States, US, +1 ‘ fyyo

Check your preferred one-time password application

for a code.

' |
‘ 652124 \
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Multi-Factor Authentication for Web4BIS Users

Enabling MFA, final steps 1

To finish the process in all 3 authentication options, you will receive a code that you must copy and save in a safe location. This code allows you to reset your MFA in
Siemens ID portal in case you change your phone or the one you have configured is not accessible anymore.

If you lose the code, the MFA can only be reset with help of the Siemens ID Support (siemensid.support@siemens.com).

Almost therel After successful MFA registration user will redirect to the Siemens ID service portal.
Now user can enable the “Always on MFA toggle” (see next page).
Copy this recovery code and keep it somewhere After successfully enabled MFA, you will receive an email like below.

safe. You'll need it if you ever need to log in without
your device.

SIEMENS

2025-01-30
RX4YTOLAGS5SFXYAACR

Your Multi Factor Authentication options have been
changed.

I have safely recorded this code

Please log out and log back into your application to ensure the changes take effect.

If you did not do that yourself, please contact us

Contact us

Please do not reply to this e-mail, as we are unable to respond from this e-mail address.

Berlin-Charlottenburg. HRB
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Multi-Factor Authentication for Web4BIS Users

Enabling MFA, final steps 2

Now user has the control on MFA by enabling/disabling “Always on MFA” toggle below:

SIEMENS Siemens ID Service Portal @ @

@ > Setup mfa

Setup Multi-Factor-Authentication
‘) Always on MFA

These are your current Multi-Factor-Authentication methods:
totp January 21, 2025

recovery-code January 21, 2025

Delete current MFA setup

To set up a new method or device at a later time, remove the configured MFA methods by clicking “Delete current MFA setup”.

The process to set a new one is the same you used when you set the MFA for the first time. A success message will be shown when the new MFA method is set.
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Multi-Factor Authentication for Web4BIS Users

Web4BIS Login Flow

If you want to log in to Web4BIS, please activate the “Arrow” button
on the Web4BIS start page:

Web4BIS  Dokumente

b
Zur Anmeldung =)

» Web4BIS Support

Then activate the “Log in with Siemens ID (External Suppliers)” button.

SIEMENS

Siemens Login Service

i Log in with Siemens ID (External Suppliers)

4> Log in with Siemens Entra ID (Employees AAD)
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Multi-Factor Authentication for Web4BIS Users

Web4BIS Login Flow

You will be redirected to the Siemens ID portal page where you can
enter your e-mail address and password (1st authentication factor).
Please activate the “Log in” button:

If MFA has been activated for your e-mail address in the Siemens ID portal:
Please enter the code (TOTP token) that was sent to you via your
authenticator app or via SMS (2nd authentication factor):

Then please activate the “Continue” button.

Password

Enter your password

Verify your account

Check your preferred one-time password application
for a code.

\ 
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Multi-Factor Authentication for Web4BIS Users

Web4BIS Login Flow

After successful authentication, you will be redirected to the Web4BIS app.

SIEMENS

Web4BIS  User Data Administration  Info

B Contact | @ English | & Vinodkumar N (Customer, Supplier) | Logout [+

Web4BIS (a service provided by Siemens EDI Service )

> Web4BIS
Business Processes Status Overview
Navigation & Incoming = Processing _
B I + T - T W Recyele bin 22 Total
> Search Mew Changed 1 Folder 2 Folder 3 Folder 4 Folder 5 Folder 6 Folder 7 Folder B Folders
> Order Processes Order Process a 148 ] 4 3 1 5 3 2 & 2 185
¥ Schedule Frocesses schedule P
chedule Process - 5
> Message Status Overview d 18 : 1 B - : 1
> Create
> Pdf Upload/Dewnload
¥ Drafts
> Recydle bin Message Status Overview
> User Data Administration Jwoices from scralch
¥ News
£ Outbox _
W Recycle bin 82 Total
Drafted Sent
Change Role
Invoices from scratch ¢y 203 101 1 305
| supplier -
Consignment stock messages
Q Inbex _
@ Recycle bin B2 Total
Received Viewed
Delivery Forecasts €9 - 36 . 36
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| Contac

Published by: Siemens IT APS
Web4BIS Integration and Support Team

IT APS EIS E&C
Otto-Hahnring 6
81739 Minchen
Germany

Email hotline.edi@siemens.com
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